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investigative component, U. S. Immigration and Customs Enforcement - the largest user of personal
information from resellers - collects data such as address and vehicle information for criminal investigations
and background security checks. DHS also reported using information resellers in its counterterrorism efforts.
For example, as already discussed, TSA used data obtained from information resellers as part of a test
associated with the development of Secure Flight. In our report on the acquisition of personal information from
resellers by agencies such as DHS, we noted that the agencies practices for handling this information did not
always reflect the 22 Fair Information Practices. For example, system-of-records notices issued by these
agencies did not always state that agency systems could incorporate information from data resellers, a
practice inconsistent with the principle that the purpose for a collection of personal data should be disclosed
beforehand and its use limited to that purpose. Furthermore, accountability was not ensured, as the agencies
did not generally monitor usage of personal information from resellers; instead, they relied on end users to be
responsible for their own behavior. Contributing to the uneven application of the Fair Information Practices
was a lack of agency policies, including at DHS, that specifically address these uses. Reliance on information
from resellers is an emerging use of personal data for which the government has been challenged to develop
appropriate guidance. We recommended that DHS and other agencies develop specific policies, reflecting the
Fair Information Practices, for the collection, maintenance, and use of personal information obtained from
resellers. According to the DHS Privacy Office, while a policy governing the departments use of commercial...
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